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Quebec Biometric Legal Framework

Regulatory Authority:

Commission d’acceés a 'information du Quebec

Act Respecting the Protection of Personal Information in
the Private Sector, as amended by Law 25
(the “Quebec Privacy Act”)

Biometric Information

To the extent it relates to anatural personal and directly or indirectly allc
that person to be identified, this constitutes biometric information

categorized as "sensitive personalinformation” under the Quebec Privat
t

Collection, Use and/or Communication of
Biometric Information

Primary Purposes Secondary Purposes

iie., the purposes for which i.e.,all other purposes pursued
personal information is collected
by an organization, announced at

the time of collection. collection.

Express Exceptions to.
Consent

‘Presumed” Consent Consent

Consent

The Quebec Privacy Act does not
require express consent when
biometric information is being,

collected or used for the
purposes originally announced
by an organization at the time of
collection.
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(the “CAI”)

Relevant guidance from the CAI
under both the Quebec Privacy Act and the
Quebec IT Act

According to the CAI, biometrics include:

« Morphological biometrics based on th
identification of specific physical traits
(including recognition of fingerprints, hand
shape, face, retina and iris);

« Behavioral biometrics based on the analysis of
certain behaviors of a person (including,
signature tracing, voice, gait, typing on a
keyboard, etc);

« Biological biometrics based on the analysis of
aperson's biological traces (including DNA,
blood, saliva, urine and odors).

~ See CAI' Guide "Biometrics: Principles and Legal

Obligations of Organizatior
(in French only) (the "CAVs Biometric Guide')

The CAI has taken the position that in order to
obtain valid consent, the consent must be:

« Manifest and express: explicit and
unambiguous, given by a positive gesture
clearly showing agreement (ex. signing of a
document);

« Free: given without being influenced by
constraint or undue pressure;

« Informed: given with full knowledge of the
facts, with all (he Iy information to
understand its

« Speciic lmtee t cleary defined cbjectves
and

Time-limited: given for a predefined temporal
period.
—~ See CAI's Biometric Guide
e CAI's Consent Guidelines.
(T < Consent Euvlﬁelmeﬂ“)
‘See CAY's Sample Blometic Conser
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Alternative Means of Identification
in Case of Refusal

Persons should not be pressured or
disadvantaged if they do not consent and/or
withdraw their consent to being identified using
biometric information. Alternative mlunom must
fed to such persons (ex. access card
systems, use of tokens, passwords o
identification codes).

Atevery stage of the personal information life
cycle (collection, use, disclosure, retention and
destruction), personal information must be
necessary for the purposes for which itis to be

Anindividual's consent does not authorize an
organization to carry out an operation with
personal information that s not necessary.

— See CAl's Sample Privacy Impact Assessment Form
(in French Only)
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Act to Establish a Legal Framework for Information Technology
(the “Quebec IT Act”)

Biometric Systems Biometric Database

To the extent biometric:
surements are.

To the extent a database of bi
characteri characteri
used to verify or cunFrmapelsons created, th
identity, this constituts met database captured
T Quebec T Act this term i not further
Quebec IT A lefined

Use of a Biometric Creation of a Biometric
System for ID Database

Express Consent

Express consent is required before
using a biometric system for ID
verification or authentication.

Alternative Means of Identification in Case of Refusal

Inconsistency between the French and English versions of Section 44(1) of the
Quebec IT Act. The French version makes it clear that “no person may require’
another to verify their identity using a biometric system. The CAl has shared this
interpretation.

44. A person's iden 44. Nul ne peut exiger, sans lavoir
verified or confirmed by means of a divulgué préalablement a
process that allows biometric Commission d’accés a linformation et
characteristics or measurements to sans le consentement exprs de la
then be used except where such personne, que la vérification ou la
ication or confirmation has been | confirmation de son identité soit faite|
previously disclosed to the ‘aumoyen d’un procédé permettant def
Commission dacces & information saisir des caractéristiques ou des
ind except with the express consent of res biométria 1
the person concerned. ..

Data Minimization Principle

ntification purposes, must use the
tric characteristics or measurements t
sufficient to link the individual to the

Biometric Charateristics or Measurements

Use of information revealed by Ensure secure storage and
biometric data is restricted transmission.

Implement ntiality measur
and log access to biometric
information.

urity and Digital Technology is responsible for the

bei
administration of the Quebec T Act.

1 how databa:
maintained; i
2.the methods by whic} etric e or identificatio es may

here the database does not c nstitutes an
invasion of privacy, the CAI
1.suspend or prohibit the bringing into service of the database; and/or
order the destruction of such database.
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